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AS THE NEW MILLENNILIM DAWNED. TECHNOLOGY |] 
WAS ALWAYS CHANGING, GIVING RISE TO NEW 
PROJECTS, NEW DEMANDS. 


THIS IS A STORY 
OF JUST SUCH 
AN OCCASION. 


Health Santé 
Canada Canada 


ITLOOKS EASY TO USE... 


Ih 
PETER, IT'S OFFICIAL. HERE IS THE READ IT, LEARNIT, OUR TECHNICAL PEOPLE WiLL 


BRIEF ON TREASURY BOARD'S PUBLIC { 3 KNOW IT. 
KEY INFRASTRUCTURE POLICY. | : IT'S THE NEW WAY. 


RD 
ABOUT PKI. IT S$ ANOTHER 
LAYER OF INFORMATION 
TEC. SECURITY. 


WHO ARE YOU? 


P ivi 
Bam teath, Sane, Canada 


ARE YOU THE 


IMAGINE A GATEKEEPER GATEK. 2 


WHO LETS AUTHORIZED 
USERS CARRY INFORMATION 
IN OR OUT OF THE DEPARTMENT 
WHILE PROTECTING THEIR 
TRANSACTIONS AND 

THEIR DATA. 


YOU CAN CALL ME 
GATEKEEPER IF YOU LIKE. 
BUT WAS DESCRIBING WHAT 
PKI CAN DO FOR YOU. 


LET S TAKE A LOOK AT THE 
FUTURE AND SEE HOW PKI 
CAN BENEFIT EVERYBODY. 


SOMETIME IN THE FUTURE... 


e 


LOOK AT ALL THAT PARKING...\ 
TELL ME, DO I GET MY OWN 
SPOT IN THE FUTURE? 
THAT S MORE THAN EVEN 
I CAN PROMISE, PETER. 


AMONG OTHER THINGS, | SOMEWHERE NEARBY... 
Ati bapaae an etd! YESSS I"! WE HAVE THE CREDIT 
TRANSACTIONS. CARD NUMBERS FOR ALL OF 
THEIR CLISTOMERS. 


WE WILL TURN 
A QUICK PROFIT 
ON THEIR WEAK 
SECURITY. 


ISN'T THATLIKE * BECALISE, THERE ARE MISCHIEVOUIS 
SCRAMBLING AND Hi/ AND MALICIOUS PEOPLE WHO WILL TRY 
UNSCRAMBLING 7? } TO TAMPER WITH OR STEAL UNPROTECTED 


Our mission is to help the people of Canada maintain and improve their health. 
Health Canada 


(OK, | AGREE THAT 
WE'VE GOT TO PROTECT 


USING PKI WILL BE EASY. 
YOUR EXPERTS WILL HAVE 
TO WORK TOGETHER TO 
SETITUP. BLITIT WON'T 
BE HARD TO 00. 


THEY RE HEALTH 


EXPERTS. ed 
INFORMATION TECH - qe 
NOLOGY SecuRITY Is © 
THEIR SPECIALTY. | 


TREASURY BOARD 
AS A PATHFINDER 
PROJECT TO LEAD 
THE WAY FOR OTHER 
DEPARTMENTS. 


YOU SEE, YOU ARE 
JUST ABOUT TO SEND — 


A PURCHASE ORDER 


FUTURE, MANY RECIPIENTS 
OUTSIDE OF THE DEPARTMENT, AND 
EVERYBODY INSIDE, WILL BE EQUIPPED 
TO AUTHENTICATE YOUR DOCUMENT 
BY CHECKING YOUR DIGITAL SIGNATURE. 


YOUR ELECTRONIC 


SIGNATURE IS SECURE. 
RECIPIENTS WILL LEARN 


TO TRUST IT AS MUCH 
AS A HANDWRITTEN 


SO THEY LL” 
AALWAYS KNOW 


istic 


RELAX PETER, JUST 
TALK TO THE PEOPLE ON 
THE SECURE ELECTRONIC 

SERVICES DELIVERY 

PROJECT. 


ABOUT SESD, 
BUT WHAT ARE 


YES. PETER, ITIS YOU. 

PKI, AND A NUMBER OF 

RELATED INFORMATION ¥ 

TECHNOLOGY SECURITY 

MEASURES, WILL SOON 
BE ALMOST SECOND 


ONCE YOU HAVE LOGGED ON 
WITH YOUR PRIVATE PASSWORD, 
USING PKI TO ENCRYPT OR SIGN 
A DOCUMENT WILL BE AS EASY AS 

TWO MOUSE CLICKS. 


SOME APPLICATIONS 
MAY USE SMART CARDS 
OR BIOMETRICS, LIKE 

A THUMB PRINT,, 


WHAT HAPPENS TO * 
THE DOCUMENT AFTER 
1 SEND IT? 


Fet-further information about Health Canada’s Secure Electronic Services Delivery Project, call (613) 954-4102. For information about 
Pubtic Key-fnfragtructure consutt tHe following websites: The Communications Security Establishment (CSE) http://www.cse-cst.gc.ca ; 


Treasury Board’ Sedréjarfat http 'Lwvw.cio-dpi.gc.ca/pki-icp 
By E 7° 


en all 


HERE'S AN EXAMPLE 
OF HOW IT COULD 
WORK. 


THE DOCUMENT THEN GOES 
TO MATERIEL MANAGEMENT. 
THEY WILL ADD A P.O. NUMBER, 
AUTHORIZE IT WITH THEIR 
ELECTRONIC SIGNATURE 
AND FORWARD IT. 


STAFF AT THE STORE CAN READ THEP.O., 
BUT THEY CAN'T ALTER IT. IF THEY HAVE YOUR 
SUPPLIES, THEY WILL SEND THE SHIPPING INFO 

TO THEIR DELIVERY PEOPLE. 


WOW, THAT 
WAS FAST!!! 


YOUR DIGITAL SIGNATURE 
IS TAMPER PROOF. ONLY 
YOU CAN USE IT. ITIS SAFE 
AND LEGALLY BINDING. 


FOR MOST USERS, IT WILL ONLY TAKE TWO 
MOUSE CLICKS. SOME WILL USE A SMART CARD 
OR OTHER DEVICE. THE GREAT THING IS THAT YOU 
WILL BE ABLE TO DO MORE AND MORE BUSINESS , 
ELECTRONICALLY, OVER THE INTERNET. 


IT SOUNDS LIKE 
PKI IS FOOLPROOF. 


SAY THAT TO 
EVERYBODY. 


WELL, NOTREALLY. AN 
INFORMATION TECHNOLOGY, 
OR “IT SECURITY SYSTEM IS 
JUST A TOOL. ITONLY 4 el 
WORKS IF ITIS USED g P 
PROPERLY. YES , THAT'S MY MISSION, PETER. I'LL TELL 
i YOU ABOUT VIRUSES, PASSWORDS 
AND MORE...NEXT TIME WE MEET... 
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